Abstract. Since Apple launched the iPhone service in November 2009 in Korea, smartphone banking users are increasing dramatically, forcing lenders to develop new products to deal with such demand. The bank of korea took the lead in jointing together to create a mobile banking application that each bank can adapt for its own use. In providing smartphone services, it is of critical importance to take the proper security measures, because these services, while offering excellent mobility and convenience, can be easily exposed to various infringement threats. This paper proposes a security framework that should be taken into account by the joint smartphone-based mobile banking development project. The purpose of this paper lies in recognizing the value of smartphones as well as the security threats that are exposed when smartphones are introduced, and provides countermeasures against those threats, so that an integrated information security framework for reliable smartphone-based mobile financial services can be prepared, by explicitly presenting the difference between personal computers and smartphones from the perspective of security.
Introduction
As smartphones have become widely adopted, they have brought about changes in individual lifestyles, as well as significant changes in the industry. As the mobile technology of smartphones has become associated with all areas of the industry, it is not only accelerating innovation in other industries such as shopping, healthcare service, education, and finance, but is also creating new markets and business opportunities [1] . In addition, the wide adoption of smartphones has increased the competition among enterprises. As Hana Bank and Industrial bank of Korea started the development of smartphone-based banking services earlier than other banks, competition to take the lead in this new market seems to be accelerating further.
In providing smartphone services, it is of critical importance to take the proper security measures [5] , because these services, while offering excellent mobility and convenience, can be easily exposed to various infringement threats. In particular, efforts are required to apply security systems that can preemptively cope with potential threats in the area of banking services, which demand high reliability. This study proposes a security framework that should be taken into account by the joint smartphone-based mobile banking development project of the Bank of Korea. The purpose of this study lies in recognizing the value of smartphones as well as the security threats that are exposed when smartphones are introduced, and provides countermeasures against those threats, so that an integrated information security framework for reliable smartphone-based mobile financial services can be prepared, by explicitly presenting the difference between personal computers and smartphones from the perspective of security. When the global hit product the iPhone was distributed in Korea for the first time, the dominant viewpoint was that it was another early adopter product that reflected the preferences of youth. However, the change in our daily lives that followed its introduction was more significant that had been expected. Usage patterns are changing as more people access public information using their smartphones, and people now even prefer to use their smartphones for online banking rather than turning on their personal computer. The mobile communications market and wireless network markets are thus undergoing a period of upheaval, which has caused some to proclaim that we are entering "the age of smartphones." However, only a few users recognize the enormous threat exposed by smartphones, which indeed, is as significant as their power to affect our lives in positive ways. As the smartphone is essentially a PC that we can hold in our hands, it is vulnerable to every type of violation that can occur to a PC. Even worse, smartphones are quite vulnerable to security violations because they are based on wireless networks. Considering these factors, the types of violation incidents that can occur on smartphones were classified, and damage cases of mobile malicious code were analyzed. Already, a diverse range of mobile malicious code has appeared -from 'proof-of-concept' code that simply exposes the possibility of damage, to code that exploits vulnerabilities in a smartphone OS to actually disclose the owner's information and cause financial damages. Various tools that have already been formalized can be utilized to analyze malicious computer code. However, different tools should be used for each platform to analyze mobile malicious code, and as of yet no methodology has been systematically organized to determine which tools should be used by which method. The integrated information security framework for mobile banking services proposed in this paper seems to be utilized effectively when security measures are established for the joint smartphonebased mobile banking development project being promoted by the Bank of Korea. Following the introduction, Section 2 outlines existing studies related to our work. Section 3 introduces the joint smartphone-based banking project performance evaluation procedure. Section 4 describes the comparison of smartphone OS features and security threats to the platform. Section 5 presents the integrated framework for information security in mobile banking service based on smart phone. The last section provides a conclusion.
Related Studies

Universal Subscriber Identity Module
Mobile finance services, which were released with an emphasis on unit functions, are evolving into finance and communication convergence services with the introduction of the Universal Subscriber Identity Module (USIM) service. The USIM is a smart card mounted on the mobile handset, which can save the subscriber's information and enable access to various services, such as public transportation, membership, coupons, mobile banking, credit card, and stock services. The USIM is a safe smart card with a user interface and communication function. Currently, a high-performance Near Field Communication USIM has almost reached the commercialization stage. Domestic communication service providers have developed an applet that provides a hardware security module and storage token function, and are preparing to incorporate the digital certificate in the USIM by the second half of 2010. Once digital certificate installation is completed, a digital certificate that has been issued or saved in the USIM can be invoked and used by the application user interface of financial applications such as banking, securities, and settlement.
Authentication Based on User Memory
As security threats in open mobile-based electronic financial service can have diverse attack patterns, omnidirectional security management to counter those patterns is required. Among the platform security threats, keyboard hooking is a technique that intercepts a user's keyboard input, which is mostly exploited to find the user's input password. This vulnerability is most serious in the area of Internet banking performed using a regular personal computer, and financial losses occur periodically due to such attacks [2] . In addition, SMS (Short Message Service) hooking can also be exploited to maliciously modify the personal information used to access a financial service. The programs that manage SMS text are implemented as applications, and proprietary text engine programs are embedded and executed by each mobile operator due to different standards and localization problems. A password that is safer than certification based on the existing password should be sufficiently complex (wide password space), easy to remember for a longer period of time, and safe against various external attacks. For this purpose, techniques using a graphic password as well as certification techniques that utilize the user's calculation capability are being studied. This technique performs authentication using the line pattern of each point. A safe method of alternating the password needs to be studied, for application to electronic financial services. The Bank of America performs authentication through the identification of the image that the user has registered when logged in.
Using Biometric Technology in Electronic Financial Services
Beginning in the second half of 2010, Korean subscribers were able to use Internet banking services or home trade system (HTS) from their smartphones or PCs through fingerprint authentication and Question and answer authentication. Table 1 shows the major alternative authentication methods. Inputs the answer to a question that only the authorized user knows, and requests to answer that question at the time of financial transaction.
Iris recognition
Checks the identity by comparing the iris information scanned from the automatic focus camera with the saved information. Vein authentication Checks the identity of the user by comparing the infrared vein imaging of the finger or palm with the saved information.
Subscribers can also make payments of 300,000 won or more in online shopping malls. Currently, a digital certificate is required for these types of transactions. This is a follow-up measure to the Act on "Alleviation of the public certificate use obligation for electronic financial transaction" announced in March 2010. According to this measure, starting in July methods other than the digital certificates are expected to be allowed for e-Banking and electronic payments of 300,000 won or more.
These authentication methods focus on securing the same security level as the public certificate, and must satisfy required items -user identification, server authentication, communication channel encryption, forgery/alternation prevention of transaction details, and non-repudiation. Fingerprint recognition is evaluated as the most basic authentication method, and is already applied to a significant number of security systems. The fingerprint method identifies the user at the time of the financial transaction using the stored fingerprint information. In addition, the question and answer authentication method is a strong candidate, in which the user inputs the information in advance that is known to him/her only, and is required to answer the question at the time of financial transaction to identify him/herself. Biometric authentication methods such as voice recognition, iris and palm vein pattern recognition have also become the subject of discussion. Figure 2 shows the iris recognition screen utilized for mobile banking services in Japan. 
Joint Smartphone Banking Development Project
Since the release of the iPhone on November 28, 2009, Hana Bank and the Industrial Bank of Korea announced the release of application-type smartphone banking services in Korea. These banks seemed to be poised to re-arrange the structure of the existing feature-phone based mobile banking market, and occupy the smartphone banking market in its early stage. These smartphone banking services are implemented such that the free application is downloaded from iPhone AppStore, and the public certificate is moved/copied from the PC. Currently, account transfer and balance check of deposit, loan, fund, and foreign currency accounts are supported by these services. In addition to independent services provided by individual banks, the banking industry has been promoting the development of a joint smartphone-based banking system since early 2009. The joint smartphone banking service standard (plan) was prepared through discussions by the Mobile Finance Committee, which is composed of 17 commercial banks. In December 2009, the Finance Informatization Promotion Committee adopted the "joint development project for the smartphone-based mobile banking service" as one of the finance information projects, and commissioned the Korea Financial Telecommunications & Clearings Institution to implement the project. The joint smartphone-based development project is expected to minimize the investment cost and risk to individual banks by realizing economies of scale in the smartphone environment, in which applications and security modules must be developed for each OS type, and to prevent customers of smaller-scale banks from becoming an alienated service class, as those banks would unavoidably have to give up service provisioning. In addition, overall service stability can be improved by applying common security measures such as public certificate, security module, and information leak prevention. However, customization by each bank will be allowed in application development (customer contact segment) in order to reflect the service differentiation needs of each bank, so that the differentiation needs of participating banks and market needs for convenient services can be satisfied at the same time. 
Comparison of Smartphone OS Features and Security Threats to the Platform
Generally, smartphone users select a smartphone model to buy after considering the use purpose and comparing the strengths and shortcomings of the product design and functions. Users have only limited options in the domestic market due to the obligatory integration of WIPI. However, with various smartphones being imported from overseas, users now can have more choices and purchase products at lower prices. As a result of competition in the market, domestic manufacturers are also releasing diverse smartphones that satisfy user demands. (Android Development, 2010) . By deceptively presenting a malicious application distributed in the Android market as a normal banking application, user passwords were stolen. The smartphone is a mobile handset equipped with computer functions, and has characteristics that make it similar to a PC. To attack a smartphone, hackers must have a prior understanding of the specific smartphone OS, as there are a larger number of smartphone OS than PC OS. In most cases, the scope of smartphone security incidents is limited to individuals, such as personal information leak, device disabling, and financial information loss. As smartphones handle sensitive information and dedicated smartphone security software is not sufficient, it seems that security measures need to be established. Types of smartphone security incidents include personal information leaks, limited device use, illegal billing generation, and mobile DDoS. Table 3 shows the details.
Table 2. Types of smartphone security incidents
Violation incident pattern Details
Personal information leak
Confidential information leak and privacy violation such as receiving message, phone directory, location information, and business files.
Limited device use
Terminal screen change, terminal breakdown (malfunction), battery consumption, information (file, phone directory, etc.) and program uninstallation.
Illegal billing generation
Financial loss due to spam SMS sending and small amount payments by the mobile handset.
Mobile DDoS
Causes illegal billing, web site paralysis, and terminal disabling by creating large amounts of traffic at a specific site and sending SMS to a specific terminal. 
Storage
Access to the file system loaded onto the internal/external memory of the mobile handset, confidential information extraction, and alteration attacks are expected.
Access to the internal storage file system inside the mobile terminal, and extraction of activated and deleted confidential information.
Network
Reduced availability due to network traffic occupancy, and attack using the zombie terminal (malicious bot infection by the smartphone) are expected.
Causes traffic error by sending random SMS/MMS through terminal misuse.
Integrated Framework for Information Security
We analyze the security threats that can occur in the open type mobile-based electronic financial service, and presents countermeasures to analyzed threats. The open type mobile terminal provides high performance and scalability that equivalent to that of a PC, and allows the sharing and installation of applications developed by individuals [3] . As a result, an application that is not certified can cause a security threat.
Universal Subscriber Identity Module
As there can be various types of security threats in open type mobile based electronic financial services, omnidirectional security management to counter these threats is required [1] . The purpose of this paper lies in providing smartphone-based mobile financial services, as well as in analyzing the possible security threats and proposing countermeasures against those threats.
Security Countermeasures against Platform-Based Financial Services
An open platform implies a software system that provides an interface (software development kit), which enables users to use all or part of the platform and application, when integrated in the open-type mobile platform. As the smartphone is a portable terminal that is integrated with the open platform, smartphone-based business can be exposed to security threats more easily than any other area. 
②
Excessive traffic due to continuous requests for data, which were not initiated by the user.
③
Sends large numbers of SMS using the user's phone directory.
▣
Scenario
①
The attacker publishes the malicious code that he/she created using online application sharing web sites and others.
②
The user downloads and installs the attacker's malicious code in his/her terminal from the sharing web site.
③
The attacker sends the user's personal information stored in the mobile terminal to his/her PC periodically, such as public certificate, specific files for financial transactions, phone directory, e-mail, and photos, using the malicious code installed in the victim's mobile terminal.
▣
Countermeasures
①
Anti-virus installation is taken as the minimum measure to protect against virus and malicious code attack. Anti-virus S/W can be used to detect abnormal process execution in real time, and control unauthorized access to the resources saved in the mobile terminal.
②
Code signature technology is applied to most mobile platforms. However, some platforms do not strictly apply this technology. Therefore, a separate code signature function is needed for the application equipped with the financial service.
b. Keyboard input value hooking
Keyboard input value hooking is a technique that snatches the user's keyboard input, and is exploited to find the password that the user inputs. This security weakness is most prominent in Internet banking performed on a general computer, and financial damages related to this vulnerability periodically occur.
▣
Threats
①
It is known that hooking is possible for a physical keyboard like a QWERTY keyboard, but no such incidents have been reported thus far for a virtual keyboard.
②
As the virtual keyboard accepts input with a fixed number of characters at a fixed location, which is integrated with the terminal when it is shipped out, there is a possibility that the input character can be calculated by detecting mouse clicks or keyboard events.
▣
Scenario
①
The attacker can distribute the keyboard hooking program to the user via email, or make a malicious hooking program to be downloaded.
②
The user begins mobile banking or trading service, and inputs the PIN and certificate password to the input window.
③
The input keyboard value is hooked and transferred to the attacker. Consequently, the attacker can obtain the user's password and account number.
▣
Countermeasures
①
Technology is required that provides confidentiality of keyboard input values by making the data pass through the adapter (hardware that performs encryption) before connecting the keyboard device to the mobile terminal.
②
The virtual keyboard can be used for the computer Internet banking system.
Conclusion
In providing smartphone services, it is of critical importance to take the proper security measures, because these services, while offering excellent mobility and convenience, can be easily exposed to various infringement threats. In particular, efforts are required to apply security systems that can preemptively cope with potential threats in the area of banking services, which demand high reliability. Smartphones are quite vulnerable to security violations because they are based on wireless networks. Considering these factors, the types of violation incidents that can occur on smartphones were classified, and damage cases of mobile malicious code were analyzed. Already, a diverse range of mobile malicious code has appeared -from 'proof-of-concept' code that simply exposes the possibility of damage, to code that exploits vulnerabilities in a smartphone OS to actually disclose the owner's information and cause financial damages. Various tools that have already been formalized can be utilized to analyze malicious computer code. However, different tools should be used for each platform to analyze mobile malicious code, and as of yet no methodology has been systematically organized to determine which tools should be used by which method. The integrated information security framework for mobile banking services proposed in this paper seems to be utilized effectively when security measures are established for the joint smartphone-based mobile banking development project being promoted by the Bank of Korea. Hopefully, this study could be refined continuously by performing verification and re-establishment through actual application to the joint smartphone-based mobile banking development project. In addition, it could be utilized as an international standardization item driven by the Bank of Korea through the international organization related to security (ISO/IEC JTC1 SC27) or finance (ISO TC68).
